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Abstract

Introduction: In recent decades, the medical field has faced many challenges
in managing and maintaining information security on waiting lists for organ
transplantation patients. The lack of trust of the participants in this process,
which requires more efforts to ensure the security and privacy of patients and
donors, highlights the necessity for finding new security solutions.

Method: In this study, a safe and reliable method was presented and
implemented using blockchain technology based on the Network Distributed
File System (IPFS) to improve waiting list management and solve the challenge
of maintaining voluminous medical documents. In this method, patient
information is anonymized using appropriate algorithms, and then, stored and
linked to the blockchain network.

Results: The implemented system provides an integrated and innovative
method in organ transplantation management, which not only comprehensively
provides the security and privacy of patients, but also reduces social inequalities
and increases trust in the organ donation process, as well as fair management
of patient waiting lists.

Conclusion: The proposed system has provided a scalable and efficient system
using microservices architecture and can be provided as a reliable tool for
medical stakeholders.

Keywords: Blockchain, Organ Transplant Waiting List, Anonymization of
Medical Documents, Storage of Patients' Medical Documents, Patient Privacy
security
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Algorithm 1 Compute SHA-3 Hash

Require: String to be hashed: string_to_hash
Ensure: SHA-3 Hashed String: hashed.string
1: Initialize a SHA-3 hash object: sha3_hash
2: Update the hash object with the input string encoded in UTF-8:

=]

ha3 hash.update(string._to hash. encode(*utf-87))

3: Compute the hashed string in hexadecimal format: hashed string =

=]

ha3 hash.hexdigest() =0
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Algorithm 2 Contract Organ transplant waiting list

10:
11:
12:

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

1
2
3
4
5:
G
7
8
9

: Variables:
PatientCount < 0
Patients is a mapping from uint to Patient
: Struct List:
id @ uwint
Doctor’s Report : string
complete : bool
: procedure CONSTRUCTOR
Call ADDPATIENT with ’test Report’
end procedure
Status: ADDEDPATIENT with wint id, string content, bool complete
Status: THE TRANSPLANT IS COMPLETED with wint id, string content,
bool complete
procedure ADDPATIENT(_content: string)
PatientCount < PatientCount + 1
tasks[PatientCount| < PATIENT(PatientCount, _content, false)
Emit ADDEDPATIENT(PatientCount, _content, false)
end procedure
procedure TOGGLECOMPLETED(id: uint)
t « Patients|id]
t.complete « true
Patients[id] <t
Emit TRANSPLANTATION WAS DONE(id, Patients|id].content, true)
end procedure

Journal of Health and Biomedical Informatics 2024; 11(2): 101-114 K


https://dx.doi.org/10.34172/jhbmi.2024.17
http://dx.doi.org/10.34172/jhbmi.2024.17
http://jhbmi.ir/article-1-843-en.html

[ Downloaded from jhbmi.ir on 2025-10-27 ]

[ DOI: 10.34172/jhbmi.2024.17 |

‘B s g olaao Bigm oyl slows HURG! Conad S e oyl JUS L &1

SR sodigy Cope S aSud (x5 4 ol O Sl G S > (S e Sl ()l

ialS 4 e IPFS ) oslizl 45 05 3l oL ¥ U5 a5 oolizal IPFS 4%l (il cpl U sl 3o ol o o wibso
(Gas) 5 1l sadgn oy)l)5 5 (2815 ploxil 5 gjlulely sl ol 00l jomio g il a8 3 (iS5 plosl slaaiy o ar g5 LB

3980 (e A5l pladjl & dagi b b8 £ S Cy (b8 S5y o il 4 b )l S O Cunl (o S £ 98 Sy
Silwoydd gladia Lud (ials 4 e ol plodl dl-“’u:*-.’.l*")'] P IPFS 1 oslazal ai ooy plis V S )3 a7 job e [Y¥]

2.5
1.996
2
1.596

D 1s
3+ 1.108
N

1 0.798 0.846
-1 0.676
. 0.508
3 g5 039 0.338
3 0.169 l
0

; 1 [ ]

20 40 60 80 100
S 153 S alaad

EmNo IPF5 mIPFS

oS lie ;3 IPFS b (oliswivg pimw 53 (S 31 Sbuw! (g 3lwio s d sladly 52 2V S

8y ¢ S9B5f S98 glyy (el (Slosei L S pake (slpelins 1> Ggn (lilow Cund (slodly (I STl g (giloe 35

W)

Gilwo 3D (gly 38 peie (lapiiu jl odlitwl IS jebds .cunl oljan e lalidl plo gl b oyl )5 eMbI oy cleMb
2 Ngw bl Cawd Copde cpizred 9 ) Swb s Catel bpuw (pl & Ly cuns cuslio )l p)5 dile e glaoal

e awass Y Coge b B0 ,5 o aVole Cjan 4 gae il oS Wb o el g 0,0 1) p3Y cudlad  Jud slopiwow
Sasld e (95 2)Sag) Syl adllas cgie Wign ] Cand Cuiel § Sk dgie 9 AL ol U sl B 53 WSS
RS de &J)’t

G 25 4o g Sy

b duglio )3 gl cnl - Mise dgme |y (gwyiws ) Alis g ogad m > utel & Cunl ol @jg silwopdd 9 S
IS (g3lw0 3D i lgis 4 TPES g (gjlo pliaS o )5S0 (39381 L eslon S ool (e S (598 51 45" aulitio (gl
5 oyl O )pod g Man Cund 4 (S5 Sl Cavgr 0gMedy (cawl 03,5 Bl gy i 1) (S paoes sbrodly Co o 4 bgyyo

> 6yt A (sla gy b gl 5 4 ol s () (Sl 500 5 et Bt

oy dguto |y Cudlads g aoold Cusol baas U1y ¢3S patio juf  codtammans 1)1 L Sl s odnlie O Jodo j3 &S job lar

o598 g Lodld (6 byl 9r (2B Sho b S (6)9ld Laisu o 350 |y gas (arass cllie igae JBIH dohg g
S o Jos gae JUSl Blad g el s S dbml sl g8 ol Gl 4 o9

ARR) Journal of Health and Biomedical Informatics 2024; 11(2): 101-114


http://dx.doi.org/10.34172/jhbmi.2024.17
http://jhbmi.ir/article-1-843-en.html

[ Downloaded from jhbmi.ir on 2025-10-27 ]

[ DOI: 10.34172/jhbmi.2024.17 |

VSN o OFY Lo ipg oyleds coadil oy5 (oS3 Coannd § § Coodw S o581 dlses
doi: 10.34172/jhbmi.2024.17
Ol (Sbjy pole oKl ¢ S3j Sloygdil wlisios 55 e

Al (g g, b gkl (i) Ayl 0 Jour

i3 3 3 3 S S gy & J

30 ] _§; 3 i 2 oS omeN

x A 2D * 2 a

39 4 3 3 3

vE  ox 08 x4

39 401

¥ 3
v v IPFS v v pos s Jpmle ooy Jool, Yevy
x x NA x v pos s opas [4] o), %e»  Hawashin \R341
x x NA x v pos ] RIS [A] Kumar , Soni ‘B4
x x S v v oaseial oyas W] o, %es 5 Yahaya \B 4
x x IPFS v v posy] opa [\¥] o %e» 5 Daniel DS
x x NA x v oaseial opas [v] Dajim AL
x x NA x v il s [v-] Alandjani ¥4
x x NA x v posy] opa [#] Zouarhi YV

oy el 55 oo st sl 3 |yttt YL 3 (sl 45 S5, Sliad (3o s IPFS 3l oslizl L imggy oo
b ] hlen Coga (Slojore pdaw 39800 sl (Kb dlwl sl (ilopliad (g, jloslatnl b (oaleidny Hlislo 55 08 o0
329 el slony (S bl (05 Cange b (ool () 0gdle 4 4d dalgd clidloe il (pogad oy 5l g WS
Cugy b Olgior (ooliday B9y 3 1k (alS (Slops ST b I35 bawgs ()lew (sl ol (o s 5 S (gjlwo S
Al ptels 1) (S bzl gl a8 5l 6 pS s slallas (Sloys 3y 5 WmolKitlo] ¢S85 bawvgs (il (S5, sl
FBps canle Jd> 4 S S I ey (S slaosls ol cul gya) 58 bl b odleidn ) «Jl cnl L
OSes ¢ Sloyd Slye lawgs S bl Jo 0 laodls el ol s o ¢ opmizmon Canl e g )ladsd (638 o)l o9 i
A8l sl JSe 6)hlas) Ll s > cunl
S OleMbl eMool 5> s 9 odld adad 5 cud Joo sy 3900 sl (ol Kol 45 5405 o0 Sl o] clidss (ol
sl G g o 3 1 DS GRl3E1 g (Sloyd 3150 50 sl 0358 (bl el Bl oo 3)lge 0l S50 29 (g
D9 guas Ngn (e
oges Slatel g 0303 3500 1) e g )5 62,5 B S el o ytd 1 (iekae 5l lgie 4 Wl (eolody wiaus
> Al Gl sald ol
sl 005 )] g Wigey o lo S Cnd Sy o (sl sl gy IPFS g a3 (48 5l o pSope b cptimgly ol
o9ad my> 4 baype OUSEe Canl dtdlys (S Sl (el (g3l 3D 5 ilen leMbl gjlwplies” 33k 5 (o3l (b,
Gy ohlew olues SleMbl 3l oslaiwl sgw 5 (65K Kl ¢ paio e JLd Lo 1 odlatwl b 5,SSg, cpl A8 > 1) bodly cual g

clis 5 pogad mp bas dos 1 e lajls ol atudlyy cpply wlio 5 oyl gy le S L yobs ingh WSl o Sl
2SS bk wnl ) ol 5o oyt slesel b ailyy oo B aSTunl g Lo oo ) 51 ookl b amd Zuoly |y guas Mign alyé
Siled ol liaebl 553 CleMbl sl 5 cons l

&Blo o,
)85 g3y @dlie ol a5 wiiS o woli B g

Journal of Health and Biomedical Informatics 2024; 11(2): 101-114 "y


https://dx.doi.org/10.34172/jhbmi.2024.17
http://dx.doi.org/10.34172/jhbmi.2024.17
http://jhbmi.ir/article-1-843-en.html

[ Downloaded from jhbmi.ir on 2025-10-27 ]

[ DOI: 10.34172/jhbmi.2024.17 |

S colos
il oo o Coles 181 5 cuwl 0uds plogil dpeg)l o ol Wiyl wlid) I8 ol Ll B > )7yl

EY
Gl 0033)5 Cans AFVY/YOD ojles 4 VFY/-VNA Z,b )

Bl 055 (S5l e jl g Aty clled Calize sla i3 > (B (pole

References

[1]. Fishman JA. Infection in organ transplantation. American Journal of Transplantation 2017;17(4):856-79.
https://doi.org/10.1111/ajt.14208

[2]. Merrill JP, Murray JE, Harrison JH, Guild WR. Successful homotransplantation of the human kidney between
identical twins. Journal of the American Medical Association 1956;160(4):277-82.

[3]. LI PK, Chu KH, Chow KM, Lau MF, Leung CB, Kwan BC, et al. Cross sectional survey on the concerns and anxiety
of patients waiting for organ transplants. Nephrology 2012;17(5):514-8. https://doi.org/10.1111/j.1440-
1797.2012.01615.x

[4]. Haleem A, Javaid M, Singh RP, Suman R, Rab S. Blockchain technology applications in healthcare: An overview.
International Journal of Intelligent Networks 2021;2:130-9. https://doi.org/10.1016/}.ijin.2021.09.005

[5]. Tagde P, Tagde S, Bhattacharya T, Tagde P, Chopra H, Akter R, et al. Blockchain and artificial intelligence
technology in e-Health. Environ Sci Pollut Res Int 2021;28(38):52810-31. doi: 10.1007/s11356-021-16223-0

[6]. Zouarhi S. Kidner — A Worldwide Decentralised Matching System for Kidney Transplants. Journal of the
International Society for Telemedicine and EHealth 2017; 5;e62:1-4.

[7]. Dajim LA, Al-Farras SA, Al-Shahrani BS, Al-Zuraib AA, Mathew RM. Organ donation decentralized application
using blockchain technology. 2nd International Conference on Computer Applications & Information Security (ICCAIS);
2019 May 1-3; Riyadh, Saudi Arabia: IEEE; 2019. p. 1-4. doi: 10.1109/CAIS.2019.8769459

[8]. Soni A, Kumar SG. Creating organ donation system with blockchain technology. European Journal of Molecular &
Clinical Medicine 2021;8(03):2021.

[9]. Hawashin D, Jayaraman R, Salah K, Yaqoob I, Simsekler MC, Ellahham S. Blockchain-based management for organ
donation and transplantation. IEEE Access 2022;10:59013-25. doi: 10.1109/ACCESS.2022.3180008

[10]. Alandjani G. Blockchain based auditable medical transaction scheme for organ transplant services. 3C Tecnologia
2019;31(2):41-63.

[11]. Yahaya CA, Firdaus A, Khen YY, Yaakub CY, Abd Razak MF. An Organ Donation Management System (ODMS)
based on Blockchain Technology for Tracking and Security Purposes. International Conference on Software Engineering
& Computer Systems and 4th International Conference on Computational Science and Information Management
(ICSECS-ICOCSIM); 2021 Aug 24; Pekan, Malaysia: IEEE; 2021. p. 377-82. doi: 10.1109/ICSECS52883.2021.00075

[12]. Daniel IA, Pop C, Anghel I, Antal M, Cioara T. A blockchain based solution for managing transplant waiting lists
and medical records. 16th International Conference on Intelligent Computer Communication and Processing (ICCP) 2020
Sep 3-5; Cluj-Napoca, Romania: IEEE; 2020. p. 505-10. doi: 10.1109/ICCP51029.2020.9266214

[13]. Kiani M, Abbasi M, Ahmadi M, Salehi B. Organ transplantation in Iran; current state and challenges with a view
on ethical consideration. J Clin Med 2018;7(3): 45. https://doi.org/10.3390/jcm7030045

[14]. Kumari S, Dixit T, Prakash P, Sharma V. Public Fund Care Tracking System based on Blockchain. 2nd Asian
Conference on Innovation in Technology (ASIANCON); 2022 Aug 26; Ravet, India: IEEE; 2022. p. 1-5.
doi: 10.1109/ASTANCON55314.2022.9908651

[15]. Hussien HM, Yasin SM, Udzir NI, Ninggal MI, Salman S. Blockchain technology in the healthcare industry: Trends
and opportunities. Journal of Industrial Information Integration 2021;22:100217.
https://doi.org/10.1016/}.ji1.2021.100217

[16]. Wu K. An empirical study of blockchain-based decentralized applications. arXiv preprint arXiv:1902.04969. 2019.
https://doi.org/10.48550/arXiv.1902.04969

Ny Journal of Health and Biomedical Informatics 2024; 11(2): 101-114


https://doi.org/10.1111/ajt.14208
https://doi.org/10.1111/j.1440-1797.2012.01615.x
https://doi.org/10.1111/j.1440-1797.2012.01615.x
https://doi.org/10.1016/j.ijin.2021.09.005
https://doi.org/10.1007/s11356-021-16223-0
https://doi.org/10.1109/CAIS.2019.8769459
https://doi.org/10.1109/ACCESS.2022.3180008
https://doi.org/10.1109/ICSECS52883.2021.00075
https://doi.org/10.1109/ICCP51029.2020.9266214
https://doi.org/10.3390/jcm7030045
https://doi.org/10.1109/ASIANCON55314.2022.9908651
https://doi.org/10.1016/j.jii.2021.100217
http://dx.doi.org/10.34172/jhbmi.2024.17
http://jhbmi.ir/article-1-843-en.html

[ Downloaded from jhbmi.ir on 2025-10-27 ]

[ DOI: 10.34172/jhbmi.2024.17 |

@
VSN o OFY Lo ipg oyleds coadil oy5 (oS3 Coannd § § Coodw S o581 dlses t
doi: 10.34172/jhbmi.2024.17
oy (S pole olKuiils (K53 Sslo,ois] Clising S 50

[17]. Johari R, Kumar V, Gupta K, Vidyarthi DP. BLOSOM: BLOckchain technology for Security of Medical records.
ICT Express 2022;8(1):56-60. https://doi.org/10.1016/j.icte.2021.06.002

[18]. Wu H, Dwivedi AD, Srivastava G. Security and privacy of patient information in medical systems based on
blockchain technology. ACM Transactions on Multimedia Computing, Communications, and Applications (TOMM).
2021;17(2s):1-7. https://doi.org/10.1145/3408321

[19]. Azbeg K, Ouchetto O, Andaloussi SJ. BlockMedCare: A healthcare system based on IoT, Blockchain and IPFS for
data management security. Egyptian Informatics Journal 2022;23(2):329-43. https://doi.org/10.1016/j.€ij.2022.02.004
[20]. Kumar R, Marchang N, Tripathi R. Distributed off-chain storage of patient diagnostic reports in healthcare system
using IPFS and blockchain. International Conference on Communication Systems & Networks (COMSNETS) 2020 Jan
7-11; Bengaluru, India: IEEE; 2020. p. 1-5. doi: 10.1109/COMSNETS48256.2020.9027313

[21]. Olatunji IE, Rauch J, Katzensteiner M, Khosla M. A review of anonymization for healthcare data. Big Data
2022. doi: 10.1089/big.2021.0169

[22]. Long S. A comparative analysis of the application of hashing encryption algorithms for MD5, SHA-1, and SHA-
512. Journal of Physics Conference Series 2019;(1):012210. doi:10.1088/1742-6596/1314/1/012210

[23]. Nishi FK, Shams-E-Mofiz M, Khan MM, Alsufyani A, Bourouis S, Gupta P, et al. [Retracted] Electronic Healthcare
Data Record Security Using Blockchain and Smart Contract. Journal of Sensors
2022;2022(1):7299185. https://doi.org/10.1155/2022/7299185

[24]. Koutmos D. Network activity and ethereum gas prices. J. Risk Financial Manag 2023;16(10): 431.
https://doi.org/10.3390/jrfm16100431

Journal of Health and Biomedical Informatics 2024; 11(2): 101-114 ARE3


https://dx.doi.org/10.34172/jhbmi.2024.17
https://doi.org/10.1016/j.icte.2021.06.002
https://doi.org/10.1145/3408321
https://doi.org/10.1016/j.eij.2022.02.004
https://doi.org/10.1109/COMSNETS48256.2020.9027313
https://doi.org/10.1089/big.2021.0169
http://dx.doi.org/10.1088/1742-6596/1314/1/012210
https://doi.org/10.1155/2022/7299185
https://doi.org/10.3390/jrfm16100431
http://dx.doi.org/10.34172/jhbmi.2024.17
http://jhbmi.ir/article-1-843-en.html
http://www.tcpdf.org

