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Abstract

Introduction: In recent decades, the medical field has faced many challenges
in managing and maintaining information security on waiting lists for organ
transplantation patients. The lack of trust of the participants in this process,
which requires more efforts to ensure the security and privacy of patients and
donors, highlights the necessity for finding new security solutions.

Method: In this study, a safe and reliable method was presented and
implemented using blockchain technology based on the Network Distributed
File System (IPFS) to improve waiting list management and solve the challenge
of maintaining voluminous medical documents. In this method, patient
information is anonymized using appropriate algorithms, and then, stored and
linked to the blockchain network.

Results: The implemented system provides an integrated and innovative
method in organ transplantation management, which not only comprehensively
provides the security and privacy of patients, but also reduces social inequalities
and increases trust in the organ donation process, as well as fair management
of patient waiting lists.

Conclusion: The proposed system has provided a scalable and efficient system
using microservices architecture and can be provided as a reliable tool for
medical stakeholders.

Keywords: Blockchain, Organ Transplant Waiting List, Anonymization of
Medical Documents, Storage of Patients' Medical Documents, Patient Privacy
security
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Algorithm 1 Compute SHA-3 Hash

Require: String to be hashed: string_to_hash
Ensure: SHA-3 Hashed String: hashed.string
1: Initialize a SHA-3 hash object: sha3_hash
2: Update the hash object with the input string encoded in UTF-8:

sha3 hash.update(string to_hash.encode(’utf-8"))

3: Compute the hashed string in hexadecimal format:

sha3 hash.hexdigest() =0

hashed_string =

Sl oads gilwodly pi )oY Jodn 03,5 o (gilwo pid adsnr ladly)l 8 50 ol ilaw GleMbl oliwl (g5luplied 5

ol 030> Gyl ) Bg0 olylews Hlaw] Cond o ppto 5 (g5lwo D ol

s Wgm UAL] Cuned Whowdigd 15,18 (5l (gdleiuing w3951 1€ Jgin

Algorithm 2 Contract Organ transplant waiting list

10:
11:
12:

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

1
2
3
4
5:
G
7
8
9

Variables:

PatientCount < 0

Patients is a mapping from uint to Patient
Struct List:

id : uint

Doctor’s Report : string

complete : bool

: procedure CONSTRUCTOR

Call ADDPATIENT with ’test Report’
end procedure
Status: ADDEDPATIENT with wint id, string content, bool complete
Status: THE TRANSPLANT IS COMPLETED with wint id, string content,
bool complete
procedure ADDPATIENT(_content: string)
PatientCount < PatientCount + 1
tasks[PatientCount| < PATIENT(PatientCount, _content, false)
Emit ADDEDPATIENT(PatientCount, _content, false)
end procedure
procedure TOGGLECOMPLETED(id: uint)
t « Patients|id]
t.complete « true
Patients[id] <t
Emit TRANSPLANTATION WAS DONE(id, Patients|id].content, true)
end procedure
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