[ Downloaded from jhbmi.ir on 2025-11-04 ]

S G 5 s Kl 5] Al
Ny Sl 5t A 55 o
IS FIPFYE o ol o)lost o o105

S W 31 0aliint b S g ST oM A8 9 40 o 3398 S 9B 31321 (s 9 (T &l
TS b i3l ' (Shazme 5l el

99/0/Y+ e gy e Q4/F/Y i 8L yoe

4 prie 518 59 cpl Bl g oDl 5 cudlige g (oMbl (6518 3985 sloojg (Ul 5 ke S S e
5 Soloyoro bais ol Cople fadge Cul odd it slacuas 5 Glad ol b Sig Sl CoMw sadSis drwgs
b sbioe gyhae gyl cuadlu slaasid (il lgie 4 olaisl BB b o ool slad o ] Jols g ool (SoslSs
0 x555 3,59y olped 4y 1) g SleMbl el J3ls g cusn jLal gl mols Jao &)l oyt sbaalio ;3 0nd plo] sla ooy
BB il o s lgis 4y ny b |y g Sl o a8 calises sla tiojls Wlo 45 Consls K18, dlais | jyy

G a8 Cagn sl i sladllie slacodgiome (0,8 Byl b Conl oddd rw Lidgh opl 50 Dy05 oo puis 4 dag
Codls b (gl ol Cagr il Jue il ()8 (slaojes > cuge il gladae sblse I edlal 5 S xSl
295 yun Siig S

o S g oges 4 Loy il Rl L cedle aSid (gl slosd @ g ool Cage il Jue adlles nl o isdg,
@39 5 phioelie @d)bgd (el Cagr il Kl oo (S olher 4 (eges W Bl 3l oS O L e ol il
S ol S 1S oM A (gl S WISy 4o ) 5umyy Sg b o

Il i s a5 1L Koo Sl oM 4 kel (gl gaiojls (13,8 by (gl (8T doeis (g5 o 3§ a5 A
SN b (oges S Calop; cuS ol L (oleidn Jie 5 ©8) (55550 pope 4 dluly pie g i plai Coga
Sy g 1y el (gl sdiojls 5 blse Llgv o

Coiol o908 LIS Colu g5 e S cusp jlinl (Sig Sl Coods 10519 AWlS

K 5 oSl e il e 5 S il 5 S bl 45 5 53 0 g5 3 ] 5 e €110 55 ol e L e
FAY-YF (F)V Iraq

O €O ¢ gm s ] i a5 iates oSl e 0aSils Sledb (5L 03,5 Lisls (OleMbl 6,5 (5,575 )
L U P oKl (oMol (5558 03,5 ¢ SleDbl Sl Sy e il S oMbl (655l mdige Ayl gl IS (g gmeils Y
PR
Y R
(Cdazen _;L.-‘)g_w .Jw bu\»a»g_’#
e i oSS ¢ uy33 DL dybsBle OLLst 55 Ola <018 18T
¢ Email: mohammadi@kntu.ac.ir YAMEZO ¥ 2 lod o slose


https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

S8 9 S0

O S 51 0oliw] b Sig ST Coodlw aSud 4> Cuga 31yl

wlde 3 Lapl (jlwans 4 xlod,S oslitul cogn iyl
9 Wetzels adllas .l 0 plodl o l38lp 5 b S o8
Coyinl 3p)S 3 Coen Il gadge 4 s VY] o,
O3S Brboy (sl )l 1) Sig sl codls aSis ol
CoMw &b )0 Cgn sl b Jao slacodgi o
3 Cogn sl Jae adllas as slaa]lie « S xSl
Sl oges WIS Clop g S Sl adllie (g S
)‘ [\Y-\;’] = @Lawm”; A_5.>)5 ol wl Cgh )l)_s-‘
Wl0yS dmgi oL g (gl wlie 4 5 odlatul e S
ooos 1S caloy I [VWY] o) Ken 4 Prakasha aslze
P9 pigoelaie & dag pas a5 o3y 000 o sblje 9
Srcudgize jl cagn jlal Gln @350 som 4 g Joo
o g Norta o, Kea g Wang adlas ;> .asb 0 o
o wlaJis 35 W] Ve jl slaws .Cal oais
los,S &l slusl oyl jd Coan iy
025 Srby ce > cwload (WIS (iagi ol
shal Jas sl a8 pladalllas j> 0 )S5 slacudgisw
9 Lolie jlaaslansls yy i Sl CoodMw aSs > Cop
2R SladSd )3 el cugp il oS oo Jie sla )
Sl (a5 5 Oppe & (Jde @l amd oo LS s gy
o ly e GLilie plodion (egee IS Lo g
S oo (2l a4 cggdse ol Sl Glisebl gl 25l ol e
slaimgsy LS o) 5l a3 plall el oyl 5 ol
b o VAN Y]

oliley olPlesen I dlacgers ages S Caluy;
Digital) JLisus sla alsS 3 g 2595 ¢ gjlowe pwdd
Mt 03lil )90 oplel (6,555, wlaol s (CEItIfiCaLE
[A]

SN in Jobd (ogee dnyi> S SN
Sloj oy 4 jome 9 035 s JlBpd oS B
So oy osly (£ )l8ST il 4 5 0083 5)Slas &S 5L o
Llod ) s S VY] 08 o o2ly8 00 a0 jo s
5 JolS i a8 il o Lo 51 sladlos (gl L
D 0 4SS Joomo (oges 48> wile |y iS5 glasysS

dodleo
ol 534S priwd (glod ] Cuaw as S > JLs Lo
2 o 5 Cudligg 0je> jd @lbliyl g CledMbl sl g,4ld
g8 S 5 i salys 1S LBl b ay p3e (S35
CoMw jl ccdlye iw ladllw b albls)l 5 cleMbl
bl Ll 0a s g Sl CooMs (5,5 IS5 g0
O3S Bis Loy oy ailiy) (S5 « S sl Moo
g 03y ox lboslall 598 (cLlje olped 4 (el sladilolu
azdl lodls iol38l 1y gyl g yiwd g cdd (g5 3k
e gisie slagille Ly g sl codls (sladsis
ros gy s CleMbl dad wlid —ogad vy (il
LV] Slosss anlae ylslews cooMus g S

g Laodly ( Sij lodd 3 39390 slacumwlus 4 asg |
Cogol bads o yian oyl 3 00d s 50y 9 03 Sl
Aol o Cpnl (£)S0 s o 3l Ll S Sl oM
038 opd glo (pogad > g Cuisl 4 bgye Pl
o> 5 Coar il e g xSl Codw sladilolu

Siald 0jo 4ol 3> slosug sla S50 Laodly ogas
3929 Loy 9 (Sl Cwd S S & ils By g o0
el p3slle S g 098 Cagn Sl bl len awlis o)l
9 0SS oo 1y Hlew Cogr Al o w018l Cunlio Cog
pilSe ¥ IS b j0 [V] S Iy o yiwd ol cledMbl &
For 9 68 el S grhae (g cugn il iy Jeol
ol 4 a5 b V] S0 g cogee IS Co oy j5ee
Sig i8Il oM sloaS s 3 Cgn >l gy oge
pislSe S (B sl Je Sl 4 (ol Sl iaggy
Wzl el Cysn ol

clizee (63)8 slaojes 0 SledMbl g)5ld sl Slads
el (ol 5l g Coodls (65! sl o pis] cCmino 1ai5Le
los 0,40 (Block chain) oy S

sl (mazeie Jlgy [Y-0] iy slapingyy adllas
A 5 00,84y (s Saoe g Al g l)lS gl pbics
s3> g b (elp (ln)lS sl a0l o8 o o il S5
2 bl oo Sig pSl Cods aSd )3 (sope 3y90 4Sud )3
adox | oo logainjls 4 [F-) ] wlllas ) oolass
O adal I jmyy bl (gLl (Jue (39 pdy peliie
bl ol (s ol (oolaiiin Jte g 33103,S5 6Ll cunsls
Cgp )l plsl gl 35 50 soe S a9 Al
Sl S yioge glagby) SV 58 (S bl anus

Journal of Health and Biomedical Informatics 2021; 7(4): 413-424 M


https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

S5 S j 9 oDl S lo il oo

Ol 9 35 03,5 Ao |) Syl pugiasis M
g o=l g3 el ad 4 S jlas (ool Je 5> Lo i
Ol 9 Miloe (635 30y & dlaly JolS yob 4 o Il
> 2 g ST il e Cnss SIS el At
Dy S5 )lad dsgere JS Cugn jlal i )
G polae 298 35 ol )8 slus a8l 13 ST pizeen
oo s o 4y a3l 9SSl Wlgn ojll B g
il 3D (gl oy cod i A o el (oleiid
Sl el o Jlos a9 1S i 5 6)1655 (2155
oLS0L jlsages S coluy; gtw pislle b 4 ugn
W5 0053 0500 S ol & 5e5 031

04555 (gl plo odiin )8 Cusr ud Il Glsl jslaie o
5 260 s )L 5g; aliie (o3l sLaplS by
ol oads 03 i olac,lbgls ©heo 4 [VY] ) Ken
Al calp) (Al Jae a5 S5 IS Jue b pillae
L1l Jols b cogn ol 1 bl o S 5 (oges
ol 00 03l i 65V o D Y S jo )00

Pl Fuawl g Seawlgs s

PU i Pl 9 el s

AU S aialy® 55 Jols

Jolsi g Cewlgs,s

- i
- = C5d 512 5 plar 3L i
wuleisnls ’

LS oo o)Ll S S &y o po L iy )5 SO p
4 45 (L S (hash) e e (,50,151) a0 ool &
ool il e 34 00 wisS (Parent block) wly S

IVY] 265 oo Lo S ) cp S (5 S

997
Sl slm Jie @l a4 [YA] ) g WaNG aslles
& Slasly 5 030 ) Jda 318 2 48T L el cogn
S olpor 4 1) (ogee S Sl Jae )3ty oyl
93 Joime o)) 3 a8 Jls p3 ol 03,5 odlatul s
9 P sl 213 a0l o 5 39000 o120 2155
Jie A e (o Sl oniis aid )37 Ja5 > aSis 4y g9
aabyds alg S oo Jeiwe 3,5 atlsl b adles oyl
logd 03y puss )l 1y 0uilS Cunlgs yd ol 3l 4y 2leS jou0
Uit (VY] )LSen 5 Z€D asdllas (oolpiing Jiao b4k

Jolsi 9 ewlgs,s

Swig a8l ColMaw 0MDS g

Sig 7S Cadhas o505 5 Cuagh 311 5l 53inieg oo s s 1) IS

V0 Journal of Health and Biomedical Informatics 2021; 7(4): 413-424


https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

S8 9 S0

O S 51 0oliw] b Sig ST Coodlw aSud 4> Cuga 31yl

lS"'I'deI.SE .
M2 puinn wawlgsgd 2 . ;ﬁolgf,g.\..od

Al G Jgiaue ﬁ

PU i plasil plany.5

AU S Caawlgsd Jlal1

Azlw 05l usr SW I pUmiwl.2
o SW guwly 905 a8 pU s

Jols 5508 JSib G e S L bl yl6
i SW Sl QS B UL S Gag g LS

oy S 3 51,18 Pl i g s BISS 9004

4
«

-

wlpin,8

il

< >
Pl ool 9l)s g Jlw)l.7

Jolsi 5508 JSh Gp e S U bl yl.6
O SV Sl YiniSi wJ8,5 UL S Juag g UlalS

Swg S ColMaw 03ADD s yaw

a5 3 0148 plos SRl o e g3l Jio 31 6 VY ebaes Y JSS

o aiebg (25 S Hodo Jgius }(BIGS jeho Jghmms
Glais] g b (sl )l @l g pbces gl p)lS Lol
1y 4 ol b Glato o 41 (oges 1S g (255
U Jotume L plicad caa 1) o) layiiSly 5 3 oxes
Sl (sl gy plod (sl g dm3 0 ploxl 2 S
LS o ol 1y ol it Sog xS
S 2hlS 9 9 ilugal oais B lsie 4 SN
Bl 9he Jotus bwg (2155 0o il 4 WS o o
Lol o lil s e SD po L S pased jo 4y
g IS g I 2leS land g il S Ay 09 oo
U:‘A:L.; u..\.w JA.» 99 le).f u,o‘ gy &l)] W) PLW Ol).g)lf
oo WS bk sy iyl 4 Sy Sy LB )
o Jlosl plosil il o cugn jlal 4 a8 Jlie S
Jgime Colsyd 3 ) )l Cugas o 5 Sloyjg)n
shalan bauye claccwlgs s s o plal 2165 a0
3509y ¥ pBReR (nl 3 dsdiee (Ao S 4 ogr
ab)S i > cagn el Wl U5 53 el LB gl
ol 0440

48 2l ©yge cpl @ iy Jde )8 I g,
O e g Gl by wejls S ol ol
oo 35l oaxe o 1y (B3 g disg & (ppme (Slnosin
2 25 spho Jstme 2105 5 pbed Syt bugs plics |
o3l olais] Uiyl & oogac 1S 5 o pbicesd S

521 (5 2o
5 ool wl Cpga 4 S A (ool 8l glpd o S
Sig Sl oM (lmosind uggyw dy (oo yiund
Sy S Jlie jobo an S oo Jloyl ]y 355 Canls >
Jlosl 9 9o g (23 gy Sl odlaiul gl
o Sbp S glae an lanl asl aslig )l & aseus
S jhal g plcad (alp S c8lyd L e 9 295 ol
)b ay ply B > o] Jlos)) 5 a5 52925 4y
2155

(2 0MBI gy 1Sdg SN CuoWus (5D s gy
g5l ol 4 ly pasuie Cosd plxl 4dby o sitn
Sl oY Slle SUKGl 5 (g5l s> LdS (9
whl b pasedo (Vsiue ln ) 53 3)90 loals sl Jlos
290 9 S9N (pagiasuas (ol odimd ugyw WS o
d9-d e oo Suig Sl (ugiaseas ojg> )3 (Jlie 4ilsg)l>
Sy L 2gd jhal albg)ls joym sl b o35 cogn g
29 65y B g ololis dkas oS ol
3)9—0 043 gy S plud Jotuo 10lUCud Jgumo
S8 g A GhnlS plcas aiby 5 cusl aSd sl
S Sl g pbeas (sl (2165 0o Jyte b pfY bLS)|
Sa o wre @y 5l (S il )5 4 (2155 g oges
Sy plod slp g 28bie )5 (S plcas pas (38
WS (oo ol ]y (0l A8 S sl oM

Journal of Health and Biomedical Informatics 2021; 7(4): 413-424 V5


https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

‘Q)LQ;; b)w cwﬁ& 2,93 Iraa um)‘

S 3 S § 9 Sl Soilo 59851 alomo

S ol g play Sl sl 0ad ploxil (Slapls sy ¥
Ol s sl b g S i Gyge @) (pLcad 5l )
.J.tb.)L;o
ol s Cogn il g baply (3,5 Ju 93, Gl (v
38 U 1y ply ottt b s o] oS s (gl play
(oo IS Ly e 9 25 Lial ) ply (0395 (soguas
21y 0a5yS (egmee A8 odi )3 S (0 ()l o) 025
33l a3 4 S b ol b 3San loj o p5olisS
Ui 50y il pogad 1S L) T bl ply c8bys b oS
Ayl Cpgn a5 b e g (ply (Siloymo (el 03,5
O SN Iy il eagas a8 it )b Canus Lo el
WS (oo (2liS 50 0aiyd (eges ML) plo g 035 2L3L
1y oditan 3 Lol Bly 53 9398 ploil iwyd 4 (2liS e, ST
b g oad ol s 018 Jlol Cogn im 915 0 b
S o) S8 F S sl iy 0 el pgn
45 Hpbolen amd e Ol (5 Gpge @ |y Cogn e
se Jyimn bangs 3,8 5 pLics 40T (lj) & 03 55
45 09 Bige 033D L SM ) SW K ol il 4 2lsS
AT A cilie (oges A g JLiond (le S Jold
ik g 0035 Gl Ger L jleslitul (s a3l 0
Ailen dgy ol o Canl (pl (egee IS g Jlimd (2155
s9ie Jois 4 el )l b (oges MIS i lupj i 4)
ly 19S5 s9imo Jgime (55 )La 5 3550 ploxil ]S
ol pislSe jL o ol )R> w)ls 4 b oo 20
s9dme Sy dy (Stuly o (gl pUC Sl ) o
Spdyse plsl (aleS

Je o8 b Gwgele jobite 4 s cpl
Sed closd ppelel 5 niml Jl S edleiin
Sl 035180 ol (sl 36 imgly 5 o S Sl oMy
Cugr jlal g plcud lapls 5 ab 4B)S Jlai 3 g oS
Bluas opl (gl ond &) sleiiiy 9 B 1) (eolpiidiy
Y olgids i 0 ojled ylagls o ases b o3y (g3,)8
bl Vooleddy 3k 7 0)lagld

Cogn ol im (ol sl jlighe w018l g e
5 ohulS SleMbl Sl )ig) an jls piwes (ol ) ol
olesd 5 Cslg > @ 55 bl plced g3 5 Wodind (g yw
2 p3Y Sl 9 39500 plodl (lg S gl Jois

P9 g Jloel (S

=W

Jio swel 3 2,5 Jalos

Ji 935028 ¥ 9 ) S (oaleidiy (IS Je g By b
eron Sty ¥ I 3 o815 (68 S5 g oply (0
($oimbey (59) G Cagp T o 4 p5 ALl 05 e
ol 51 S yn lal cdaldl )0 05 oo &) Cuond ol jo
ol_d ul.uu.’ oS u.,)lz-}b n_i,).m LS‘}‘ A s 0D oals )
ol 005 s 5 bl g Sy ol (slaplS

S 2L ) ply 0aiiS” Jloyl &S 39 oo Slacidiy (O
0455 (pges S5 Lo |y (g Al 5 AT (6135 5
LS iay 1y oy 1S (9355 (pogad IS L Ll dgerme
DS o 2LiSjey 1)l gy 2SSl 03l b e A5 o
o=l 092 Bkl g 29 b ply (Slope i icny
A5 3 L) oad Ju 93y eSO latisly B s ply
Ol &S 3l 2yl mased (e S g8 ool (585
SLapiiS] ) & 8 o0 a0 53 (g2 9 28 ) el Jlo)
9 09 L}ol J:J.) 4 g LR o.\i).ﬁf 9 oJJ.’lw).é L)")‘ﬂ ‘_,’JL»)‘
2Rl o b papdl i Sl lgimo (19 i LB
0ol 5 Csn bl el (S colo) pasd g o
by boipS nlplly 28 plidl ply Jlojl o 650 SN
b 4 Al o 55 01058 sl 5 (IS (55l 5 ply
oazed jlesdlesl Cuge M L Jolai 5 Jlail b j10505
o aiS g lad g5 pn jg0 3 &5 WS (oo (mt sliel
d L sl cogn il gie plin iz S Cugn
JSs aylagls o, 5 o o |y Jole asldl sniin 3 & dleiel

fIY Journal of Health and Biomedical Informatics 2021; 7(4): 413-424


https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

Co8 g (a0 O S 51 0oli] b Sig SUI Coodlw aSud 4> Cuga 3l 4o

{&s;—él

[ BT e (53 MAF ey (5 e T LT el s 8 |

b

| EPT LI CARPEFRENPE-E o FiS ' | SRS PUE PP L PSP | ‘

l

e s e F eges oo dS Ll 5 e oalS soin o 8
T T SR PUPE U R TN R L

L

sﬁﬁg&a’émﬁth‘(%“kfhmﬁ
EEEL g ) BUE SV N e FER Y PP - SR e L EISTRIESRI SO g BLIE ST Y

y

RS e Se Ty ot 8 sleal Cugn g ooT1a eam IOLL Jolay Ly s 55

ABLS B gorg eons g Sadiline B S A Cyam SO G e e mlas JLal

g Gyl o Uns ales Sl p0 mas D 0w 3 sal w38 g sud S | fel=F o aslol

™~

<

ol

Y Sl 53 oy S g 00 S g b 8 CHoled Wyl gld Y IS

£

(&59’

| Ao e Lael Bogs  ogada s L, ol saisa 8 |

w

9,81 (oo iy o I 1 60 T (cn gt Gl s S |

| S (G 1AT ey R b et S seses allS LT sud (5105 e el st B |

v

| LS LES a1 al (Soss ogead anlS b ol el <l o b ews S |

y

| S bl eattyd cegas wlS e SOL b JelaF b ond S |

| AR s B 1 i yS Ldiel 8 i 552 5l ey S eget el LT el 2 |

Y it > oo SO 5035 it Sl F S5

Journal of Health and Biomedical Informatics 2021; 7(4): 413-424 DAL


https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

{&s.—ﬁ]

| S e Jlu,l B S s ye g 15 a5 D 0 ol e Cendlg S o SIS 5y |

V

l et b e el i F S B, LT A alS e S s IO b JelaF b @l e F mo e |

l 205 Baske L Celd o Uas | Jlas,l I

A B e (B 9S gdio Jatane dr 1 525l5 ptime Ceidlg S 50 p U oS mor pe ‘

~

S Dy AS s gl __.‘-L._..-“s_i_bgnslgs 290 Jataee
AES e ol _eges SlS  Jeldh _aleS 5T 5131 ds g el s Cpam oSSl o 1,

r

| S oo Jluasl 5l (gl A 35 b e ol I

r

| DAIE e s N AT e, (S A AT L At S 5 l

v

| B 50T om Caady Spaoe LSS0 1 ASlSg 1o _eges AlS S5 |

!

| BIS e 5 AT ey ailSg sl | ceges AT L (5 a0 SS L STD 5 ‘

r

| a,BT‘s.«:.J..m_! 9 2 LES je 5 1 (5 5y BlS 855 | oguas b ool plo el 30 L aldlsg,le |

y

I B e LS Ge, ede ] sy (8 et S L 1 ol Al gl ‘

y

el ryad ¢ st 32 LI T g el oy 0eT o b ailsg ,le
A e S 1 e, d | alesl g Sy S SL L

aBlS BSgorg pds g Cedsllae

S S Ar e I Sl am e plag )

oyl Slasial  JolS g oyel (5 3Tans 35 D 3y g Ailsg,le  Jelad dslsl

-

Y iy b Sig SN ot gidSuunn (gl 40 0 b sl D IS

bARY Journal of Health and Biomedical Informatics 2021; 7(4): 413-424


https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

il g O S 51 0aliius! by Sig iUl Cuodlaw dSudl )3 a3l

I S e Jlaayl s CeF o e an T, 4l D o w2 ooS Ceulas o oSS |

h 4

‘ Lol el oo SMd o S LT ay aly e Fa fren I b Lelad L ol oud ao ye |

| 225 saome ool S yo Uas Jle ) I

S B e o8 leT jaes Jate a1 L8 prme oaslgS e pl oS po e l

h

Sl a5l gle \;dlgd‘}g.kl‘:ﬁ"f),l_ﬂd"—nu
WS e gl (eges oS el oaleF 5T (515) ar 5 2 eF e ISl 0 1

-

| 0t oo Jlo )l 51 (51 a5 0 @l S play ‘

v

| B e Lael he b | sogeads a5 LT ades S0 ‘

1 h

| 058 o T e IS 1T ailS gl ceges ol K3 |

v

| LS e g A e, 00b S _eges ands LT col g0 8 e, 5 ATt LD 5 |

v

r

| [EEL g ) B-X S PN PIE U FOPE PN PIEE SR L F) JUETI P PPRERE-| PP PR | Ep K |

A

| ST e bl RS mses alS e TS L alad L il gl |

r

G2 e o T Ldel 5 (2 LS 5 | o Sl 3y (omgat olS Ly ailsg )l

Sy Casgs g Lol g uw iy as pmmr I 3 Cuga e el Sl )

b b olazal S g oyl (5 5Tons 50 L35 g allig la  Lelad aslsl

”~

Y gty e iy JI g s (5152 005 (b SIS F JSS

Journal of Health and Biomedical Informatics 2021; 7(4): 413-424 Y.


https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

‘Q)LQ;; b)w cwﬁ& 2,93 Iraa um)‘

S 3 S § 9 Sl Soilo 59851 alomo

g ol ©yg5 5 ASlige (5 3L b )3 g5 g 2las
L1y Lo s gl ilyege e Jlo 53 gl (6813
g 8y el sl (Sl yoee Labs Cilies (cla il
2 Cagn lply il Copte o5 gyeb 4 WS (e 9y 4 )
42 39 0)lgen i lise Syl oM (sladsis
o bgtaghy il sl 039y (i Slalllae 5 Koy
Sg sl glaodigy aile ol Closd (S (35 i )
lodgs oM jd sludl ool 5)8 5 (S )50 oMo
a dlazel BB cugn sl 5 gilugyel 4 Jae @) L aiilgn, U
1l oS Jlo 3 S Sa b 3 el ol 55 (e
Cogol (gl (Jho 50,8 oSS 4 LSS G0 4 lodd ol
il soliz] LB less plas gl &8 3l &) cugn jlal
IS 2SN (ogoe IS Ca bl oslial Sl &
lion slod & i3l aalllao > )5 )8 a2 gid90 sla gl
H s plagiiels s Lilje aods Cpgo ) Jgi
Gladlas 1 S b adlas cpl (ool Jdo ) oads a8 )
CoMlw aSed )3 Cggn sl il Jo an a8 (6503
ohen s Wetzels .col o duslio wilasls y Kg xSl
Jae 2,8 cilaidla gy coan sl Jao &Iyl a4 oS [VY]
Lol il o slo] e iny] 4 caslio s o ligoloiie
Sig Sl oMl aSud 5 goges o) & olaiagh

Slodds duslis dslllas oyl (golpiins Jdo bV Jods 53 1550

p3LSe 5 Jie ol (sl 5 loacsil asdls o &
g ol bl ol

2 odd zydae lapll sliwl 4) ad,bbgd ¢ (yol Cugn jl ]
(be)lesld

9 S35y per A (Siwly pas plad 4 i Cogn i
Sl bl s 4) canslls Al alas 1y cublB (ol
Lo yiiS1y5 plol g pgw pased B> (o (d)b o Cogn
(S oo iS5 I 55

sar S b (Sl pae > ) pdplie coga il
(0SSN B > ol )l8 ad 48lal 5 (<5950
48 5> Sg sl oMl )8 G2 (585 s 5

9 me sodld SbiL w0ydd (gl ond mje (slad ;1 edlatl
Layu.b:]; L (PHE d8 ol Cughd )|)>| LS‘)-? caliﬁ.,.»l),.g

0 4505 o sty 5 Lo 2l (S 5 5 (Sl o i
O & lagls 5 85 (5383, (slags 5l odizad s
Gl 045 0,Lsl

s9ie Jyime bwgi a8 3 jlone o) pbcas J s
2l

S92y b ) aud 3 oad Ju 53, slaply (o)L i
(o y2STy5 sl gl S ol s

Lo s Sig S Cendlows Slads el ol 45 b slan

L yi2g3s ;53 b goleinlun Jao sLlie dunlio 1Y Jou

Cujo g gl

[¥Y1 I¥F1  [f]1  [A] YY) o opl ool Joo

Ol @ (djgme g pLcs (sl gl g ye (38,5 i
b ) clizee )8 (58,5 iy v v

(Pl oo b Cogn jlol) 485b9> cugn !

Je endiplde

(ConSs w18, Aol 1 jon ) 0232595 g jlo]

v v

LSRN NN
NN
N NN

g i Slllae &y o (g it el sla ol
o, Ll Lmj Dk 4 ) U o &S o idgy Jao cpl yo
DS Bby lp «wd S amd e e Cul ond
2> Egoge &5 Sig Sl oM a8l el (slavgtiajls
A5 o g o (S5l g (Sleyre  poguad
S W18y ol ) smy dSed 5 il ol 85

35 4ol 9 Sy
JeoSS bl olpidy o ot g mls 4 a9 b
Cogn Sl Jgol 5l epSopme b Gl comin slaingh
5 & 5 SN sblie 5 (oges A CElup) p e
$Fotebl BB g S gl coge jhal Jae (lojen
5 8 Jlog adl g5y o ol Gblie o il ash

Y Journal of Health and Biomedical Informatics 2021; 7(4): 413-424


https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

S8 9 S0

O S 51 0oli] b Sig SUI Coodlw aSud 4> Cuga 3l 4o

935 Silwodly (seges 9 (popad oS glyl 2
Ol S e il 08 amlie oo L) ol @l
soje uln ) wlin cosp jlpl Js grip)ls
LS‘)J. 9 3)5 IR 9 Cxiuo c«_iu%....i” C;J9.> Aole )ig.)
e udisy Do |y Jde 00 (gl y)l8 50 Jae 5llasl
Shjled Gygo a4 &S gna Clad Glge (lae )
s By 1y s ol Jewsly b sl o 1al Jls o
b eolpiidy Jao da ol 90,8 o el Cload atwd

DI dguga |y Jdo )ls Sluyigya 9 Mol &

&3le o)l

Kk mlio saSihy (sgize slacolos b ingh oy
slisly 3 Gigf 0fgn o B 5 sl (il paiarlss
ol 23 (Ble (o)l GgSgn g 4 plosl gty aslipll
2l 329

References

1. Huang P, Li B, Guo L, Jin Z, Chen Y. A robust and
reusable ecg-based authentication and data encryption
scheme for ehealth systems. Global Communications
Conference (GLOBECOM); 2016 4-8 Dec;
Washington, DC, USA: IEEE; 2016. p. 1-6.
doi: 10.1109/GLOCOM.2016.7841541

2. Thakur M. Authentication, authorization and
accounting with Ethereum block chain [dissertation].
Finland: University of Helsinki: 2017.

3. Cao S, Zhang G, Liu P, Zhang X, Neri F. Cloud-
assisted secure eHealth systems for tamper-proofing
EHR via blockchain.  Information  Sciences
2019;485:427-40.

4. Elmufti K, Weerasinghe D, Rajarajan M, Rakocevic
V, Khan S. Timestamp authentication protocol for
remote monitoring in ehealth. Second International
Conference on Pervasive Computing Technologies for
Healthcare; 2008 Jan- Feb 30-1; Tampere, Finland:
IEEE; 2008. p. 73-6.
doi: 10.1109/PCTHEALTH.2008.4571031

5. Thiranant N, Lee H. A design of security framework
for eHealth authentication system using QR Code.
Advanced  Science and  Technology  Letters
2013;38:32-5. doi: 10.14257/astl.2013.38.07

6. Wetzels M, Ayoola I, Bogers S, Peters P, Chen W,
Feijs L. Consume: A privacy-preserving authorisation
and authentication service for connecting with health
and wellbeing APIs. Pervasive and Mobile Computing

Cogn Sl ol adgl 40l g pbeas sl mye jpi
o 4y bl dlo Coonl BBl elde o ad)bgd
Jorw & Ly pis g plai 4l Cosa jlnl o s
Sl Calogj oS 5 ol i eoleiitg Jue 5 8y 555 0
lyoad 53 laggaiojls g Llze g (oS b (oges
MUY
M Gilisea gaSus 3 Ll Ulg do8 Jae ol
13 S pSI andhs 0> o Lol sl 1)l |y Sig S

ly or ool QP J5 (o 4 ditin 00 poiie b
15 Slgie cagn il sy okd &) Jua LT &S sl plo

o 3 451 2,5 5 oolitul 3,50 ob K05 (lad eyl

g dlozel LB g a8yl cpulai 4y e cogn jlinl 4 Jao
Lol ‘p.:'dwﬁl.: Cawd SlasMo )1 )'i’.b L’;&ﬁ ol).o.&a 4 )JJ.AU»LM

5 lwosly NAANSXD] slaadlas ;5 o1 @l 3,lg0 alos

slopi)sSll > 1) cope (Shy esul lagingg

J..\.o O"u] Olﬁsgf 9 Cawl 0455 o)L.’.'sl u,ou_f)'b d)'bobl.g 09:>d

2018;43:20-6.
https://doi.org/10.1016/j.pmcj.2017.11.002

7. Wang X, Bai L, Yang Q, Wang L, Jiang F. A dual
privacy-preservation scheme for cloud-based eHealth
systems. Journal of Information Security and
Applications 2019;47:132-8.
https://doi.org/10.1016/j.jisa.2019.04.010

8. Farahani B, Firouzi F, Chang V, Badaroglu M,
Constant N, Mankodiya K. Towards fog-driven loT
eHealth: Promises and challenges of IoT in medicine
and healthcare. Future Generation Computer Systems
2018;78:659-76.
https://doi.org/10.1016/j.future.2017.04.036

9. Al Omar A, Rahman MS, Basu A, Kiyomoto S.
Medibchain: A blockchain based privacy preserving
platform for healthcare data. The 10th International
Conference on Security, Privacy and Anonymity in
Computation, Communication and Storage 2017 Dec
12; Guangzhou, China: Springer, Cham; 2017. p. 534-
43. doi: 10.1007/978-3-319-72395-2_49

10. Yakubov A, Shbair W, Khan N, Medinger C,
Hilger J. BlockPGP: A Blockchain-based Framework
for PGP Key Servers. International Journal of
Networking and  Computing  2020;10(1):1-24.
doi: 10.15803/ijnc.10.1_1

11. Wetzels M, Ayoola I, Bogers S, Peters P, Chen W,
Feijs L. Consume: A privacy-preserving authorisation
and authentication service for connecting with health

Journal of Health and Biomedical Informatics 2021; 7(4): 413-424 £YY


https://doi.org/10.1109/GLOCOM.2016.7841541
https://doi.org/10.1109/PCTHEALTH.2008.4571031
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.14257%2Fastl.2013.38.07
https://doi.org/10.1016/j.pmcj.2017.11.002
https://doi.org/10.1016/j.jisa.2019.04.010
https://doi.org/10.1016/j.future.2017.04.036
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.1007%2F978-3-319-72395-2_49
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.15803%2Fijnc.10.1_1
https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

‘Q)LQ;; b)w cwﬁ& 2,93 draa um)

S 3 Comnd § 9 CeoVlaw Silo y9di] dloxs

and wellbeing APIs. Pervasive and Mobile Computing
2018;43:20-6.

12. Lin C, He D, Huang X, Choo KK, Vasilakos AV.
BSeln: A blockchain-based  secure  mutual
authentication with fine-grained access control system
for industry 4.0. Journal of Network and Computer
Applications 2018;116:42-52.
https://doi.org/10.1016/j.jnca.2018.05.005

13. Ourad AZ, Belgacem B, Salah K. Using blockchain
for IOT access control and authentication management.
In Internet of Things 2018 Jun 25 Springer; 2018. p.
150-64. doi: 10.1007/978-3-319-94370-1_11

14. Suralkar S, Udasi S, Gagnani S, Tekwani M, Bhatia
M. E-Voting Using Blockchain With Biometric
Authentication. International Journal of Research and
Analytical Reviews 2019; 6(1): 72-81.

15. Pal O, Alam B, Thakur V, Singh S. Key
management for blockchain technology. ICT Express
2019. https://doi.org/10.1016/j.icte.2019.08.002

16. Kabra N, Bhattacharya P, Tanwar S, Tyagi S.
MudraChain:  Blockchain-based  framework  for
automated cheque clearance in financial institutions.
Future Generation Computer Systems 2020;102:574-
87. https://doi.org/10.1016/j.future.2019.08.035

17. Prakasha K, Gowda P, Acharya V, Muniyal B,
Khandelwal M. Enhanced Authentication and Key
Agreement Mechanism Using PKI. 9th International
Conference on Applications and Techniques in
Information Security; 2018 Nov 9; Nanning, China:
Springer: Singapore; 2018. p. 40-51. doi: 10.1007/978-
981-13-2907-4_4

18. Wang J, Wu L, Choo KK, He D. Blockchain-based
anonymous authentication with key management for
smart grid edge computing infrastructure. IEEE
Transactions on Industrial Informatics
2019;16(3):1984-92. doi: 10.1109/T11.2019.2936278

19. Norta A, Matuleviius R, Leiding B. Safeguarding
a formalized blockchain-enabled identity-
authentication protocol by applying security risk-
oriented patterns. Computers & Security 2019;86:253-
69. doi: 10.1016/J.COSE.2019.05.017

20. Rahim K, Tahir H, Ikram N. Sensor based puf iot
authentication model for a smart home with private
blockchain. International Conference on Applied and
Engineering Mathematics; 2018 4-5 Sep; Taxila,
Pakistan: IEEE; 2018. p. 102-8.
doi: 10.1109/ICAEM.2018.8536295

21. Zeb K, Saleem K, Al Muhtadi J, Thuemmler C. U-
prove based security framework for mobile device
authentication in eHealth networks. 18th International
Conference on e-Health Networking, Applications and
Services (Healthcom) 2016 Sep 14-16; Munich,
Germany: IEEE; 2016. p. 1-6.
doi: 10.1109/HealthCom.2016.7749518

22. Conti M, Hassan M, Lal C. BlockAuth:
BlockChain based distributed producer authentication
in ICN. Computer Networks 2019;164:106888.
https://doi.org/10.1016/j.comnet.2019.106888

23. Khan MA, Salah K. loT security: Review,
blockchain solutions, and open challenges. Future
Generation Computer Systems 2018;82:395-411.
https://doi.org/10.1016/j.future.2017.11.022

24. Sahi A, Lai D, Li Y. Security and privacy
preserving approaches in the eHealth clouds with
disaster recovery plan. Comput Biol Med 2016.

25. Slagell A, Bonilla R, Yurcik W. A survey of PKI
components and scalability issues. In2006 IEEE
International Performance Computing and
Communications Conference; 2006 Apr 10—12;
Phoenix, AZ, USA: |IEEE; 2006. p. 10.
doi: 10.1109/.2006.1629442

Yy Journal of Health and Biomedical Informatics 2021; 7(4): 413-424


https://doi.org/10.1016/j.jnca.2018.05.005
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.1007%2F978-3-319-94370-1_11
https://doi.org/10.1016/j.icte.2019.08.002
https://doi.org/10.1016/j.future.2019.08.035
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.1007%2F978-981-13-2907-4_4
https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.1007%2F978-981-13-2907-4_4
https://doi.org/10.1109/TII.2019.2936278
https://doi.org/10.1016/J.COSE.2019.05.017
https://doi.org/10.1109/ICAEM.2018.8536295
https://doi.org/10.1109/HealthCom.2016.7749518
https://doi.org/10.1016/j.comnet.2019.106888
https://doi.org/10.1016/j.future.2017.11.022
https://doi.org/10.1109/.2006.1629442
https://jhbmi.ir/article-1-505-fa.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

Journal of Health and Biomedical Informatics
Original Article Medical Informatics Research Center
2021; 7(4): 413-424

A Distributed Authentication Model for an E-Health Network Using Blockchain

Mohammadi Shahriar*, Ghanbari Nazanin?

* Received: 22 Jun 2020 e Accepted: 10 Aug 2020

Introduction: One of the most important and challenging areas under the influence of
information technology is the field of health. This pervasive influence has led to the
development of electronic health (e-health) networks with a variety of services of different
qualities. The issue of security management, maintaining confidentiality and data integrity,
and exchanging it in a secure environment between trusted parties is a challenge for e-
health networks. Reviewing previous studies revealed that providing a comprehensive and
efficient model for authentication and secure exchange of information with a distributed
approach while avoiding the single point of failure, which can meet the various needs of
the e-health network, was necessary to fill the gap. In this study, it was attempted to
introduce a secure authentication model for the e-health network by overcoming the
limitations of previous articles on authentication in the e-health network and using the
benefits of authentication models in various fields.

Method: In this study, a secure and distributed authentication model was designed for the health
network with a combination of blockchain and public-key infrastructure and its usability was
presented in the form of an applicable instance (electronic prescribing).

Results: This model showed that combining public-key infrastructure with blockchain can provide
a secure, two-way, scalable, and distributed authentication with avoiding a single point of failure
for the e-Health network.

Conclusion: It can be concluded that in order to meet the security requirements of the e-health
network, it is necessary to use peer-to-peer authentication models which are not dependent on a
central server and the proposed model indicated that combining public-key infrastructure with
blockchain can bring benefits and fulfill security requirements.
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