[ Downloaded from jhbmi.ir on 2025-11-04 ]

S G 5 s Kl 5] Al
Ny Sl 5t A 55 o
I8 FFO-FOY o ol oot o 0,95

Slo s (31 p ks oliiifs (PACS) »glas JU! g 0 i3 (sl Cuol Curdg (w5
COVID-19 yf ylow 2031 Cud g

T bl T b Lo joses (! (5 o 4ige

49/0/8 1l 9y @ A4/F/v8 dllio S8 yo e

ol 0> el Gl s 53 5 @ 59y (Slepd STy > (PACS) (S gl Jasl g 055 i | o0litsl o9l 1400
3 Sl 4395 10 YU Cuonl §l aodly cpl &y o yiwd JyS g el (pl 3 COVID-19 & Mo )hlows slaodls cuel oy
Sy 3 COVID-19 ke slaoshy el cas (Sb3 polas JEl 5 0,50 (lapivms Cutel Cundy ol 4 dalllas ]
b Ay eSS pele oSl & dtunly Sy

oy ST 3 ledbl (55l lstus Lhngl droly 5 ol WA L 15 o sl _oabaie alllas Sy il adllas 2y,
«l» IHS HIPAA Security Checklist cow) s 1 osliznl b jimgs (sloodly .39 olo,S (SKibss pole slSisly 4y dunly
b g V¥ ases SPSS l38la 5 53 odls .55 (yglans lo)S (Sibi pole ol5iily Sloyd 3,0V ;5 PACS i £95 dwo
3,5 o 5 4528 s (28 5 (S st dlal o B o el (S g S o905l 9 o el 3l ool

by iyl idgh puli de Jo & (oY K ddle ()b QUT SITON g o5 pEasSes b 5l Lo adlas ol :@w
sl 3929 5yl gne LU (P /10) (S g (e Slal (o 92 (S5 w33 Olle (e g (8 3 53 il e
Cutol (ygolyn p3Y yled 985 Cae (s32)40by &S Cunl iaxd bl gl)ls PACS (slapiu 1 Cotel Cundy 1§ S douis
oy JyS ST i jgal cpimmm luds (S pb by o] coley s COVID-19 & Mo )l (slmodls 4y (o yiad

Py a4 (y908 9 Y Hlad oo g

COVID-19 JdHS HIPAA Security Checklist « obj,l (S5 palas Js! g 0355 pias 03> ool (28519 SlS

Ol slaesls o g 0L ST (S pole oKsts (PACS) | slas Jisl 5o 3 Glapiams Coal Cardy (g 2 ol (o (Ld)deer (2 U g (5 b 1 EL> sl0
FEO-OY ((FV A8 S5y S5 5 Codhs S5 i ale COVID-19

Ol e0le S 0l S (S psle ol (Dl 53 (gaprocisT ol 53 ¢ ST 5y SGley il St S o ¢ S 52 ESGley 581 (51,575 5 pmeils )

Ol ele S ad iy (559l 5 i oSG SBnams ol (DMl (555 5 5 5nlS vikign 03 505 5unlS (5 S5 Y

Ol el S 0l ST (S oo o8l Dl s a g 5pocis T 0dSiin 3y ¢ Sy ESGle ) 4l Dlidind S o ¢35 gl iyl s )S7 ¥

75 L 1 oo Sk 5

Sl omige 09 8 cah iy (55503 5 o oSS IVt oK1 (0l S 10 58T

o Email: h.naji@kgut.ac.ir CAFVAATVAY 1 led o sladse


https://jhbmi.ir/article-1-514-en.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

Ol Se g (g ko

sabad JWGl g 0 s d (oW piinw Cudal Curdg

Lagl Codgiue g QU jliel g jome oy S S9ut0
93 Hlojlu [V ol 03,8 oy yai aodly 5 yglial cucl g
45 el Sy Sloyshl (41509 exl
Sl (S polual o bodly cusel die) o ol
s dogy Soig g (genly 5 JS 318 sl 03,5
Health Insurance Portability and)
Vaar Jlw p»as  HIPAA(Accountability Act
250,S Gibbgo |y codlw slacudlie Baaasl)] wib pice
Cisl g o (pogad my> jl cliblxe (ladlubul b
au [ W] oS cole, HIPAA L silles 1) o slaodls
IHS HIPAA Security cud s ylaie oy
ol oas &3l,] aodls crel b5, ogas > Checklist
Cesiel i) o 5 Jlpes VY Jols Cad S () oS
x5l Mg 8 g (S5 a5l Sl Ve e Sl Laols
bl 5 PACS s oy Ly D] el 3
s ys5ice eblejlus Lauwg oais 0l el kel
o=l 0 (Sbiy pgluai g Laosls cial g (cogad o >
D903 (o) | e
Sl Cosial Canidg b)) pol adllae | Gan
oy 351 3 (PACS) (S pgboas JWsl 5 0535
baodly el Cg glo ) (S pole olStily 4 atnly
IHS HIPAA ¢ S Lolul »» COVID-19 ey
5 g (Sopb ¢ b i 4w jl Security Checklist

..)93

(S ot 3]
Lol AR Lo 3 a5 39y pabaiie adlllas oSyl adlllns
e > SleMbl (6)5ld (rdgins S Simg}y dsel> 5
ol S Wdg oS (S pale oSl @ dtunly Sloyd
Codgde cde 4 g ol (gjlwodly PACS s 8150
aly (Sloyd JS1po S’ g Wil plosl (6 S iges ciges dluss
o8l b lon Jolid (lo)S (Sl pole olSiils 4,
yandy (Bl LWl ws)j L i ol id
O plal ]y clllanl ol (e prwnpy @3B (Sl
Had adllas 3)ly ply (dred plol 5 (lungS belagil sy
Jold 1) (S el (sl jaass Lol oy o
Logys pisy cle 4 yialy Gliwjlon Jbe (lgie 4 09 oo
ka8l lwlon 9 39ye 9 B S e Ll (b low

5 i oad aslis o Jsh Sap oo cle 4 g

EVRT)
Syolsd jd sl o Ol i @l S8 aad s b o
yoxie oS Sl 03> &) o pulyw )3 (S 6l g
Slwzed B 4 (Sbj gyl paal ol yox 4
lodyius oolaiwl g (Byme el u‘).\:.v Oﬂ‘ D] el ons
Picture Archiving ) yglas Jsl g 0psd (slapius
<l 0225 PACS (and Communication System
Ciblye SleMbl i 1 slacsoze 4o i (!
V] cwnl 00308 oMo loss Baianaslyl L ilial
o g.(«_’ (PACS) )Jsl_.aa JLQ».;‘ 9 o)_ob (o)
S 5 (TRl eslaer sl o col 5500
i () )13 (035 (sLlse PACS s 5l oolil [Y]
roluad H, ST ialS daa e il 4 SLLs oS
e oyt oloj GRS epslial CudS (3Bl o s5olgna)
29 olejpr oyiwd o5 0 PACS w3 oolizl
obaasie plo g o885 clpl) (S pslad 4 b don
AL, Lag] 5 [V-4] 2505 oal, 6 iiligy sLacadlo
CT pglas 5l oolizwl [AN« V] aims plosil |y pglas (gdm
ol 5 Oy (a3 (el i (Sieed,) g
[WV=Y¥] 5,y COVID-19

J=5S g i ool (slodly ol | e em 4l
25 Gl jbbye s SYL Cuodl jl osly cpl 4y o ywd
o Cpl i ol slaodly Cusal jd JSUie dbul & je0
O PRD > A5k asly ol),on 4 g OMSko Ja‘ygo
leMbl slapiuwmw jd 0ad Jlasl el (slrog s 4
Les & ol 4855113 4295 3590 (slosisljh jobo o Cendluo
2 ohlew ao basye aledbl 5 Jlioud palial cul
JUasl oL aodly el Sl 3yl coon! PACS e
5 e Aliinn SO G i) g 4SS Gkl osly o)
Oleslaw sl ed, S oloul 1y olajlze g by oallygiwd
/ ACR (American College of Radiology)
NEMA (National Electrical Manufacturers)

Journal of Health and Biomedical Informatics 2021; 7(4): 445-452 \Aid


https://jhbmi.ir/article-1-514-en.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

‘Q)LQ;; b)w cwﬁ.é.é 2,93 Iraa um)‘

S 3 S § 9 Sl Soilo 59851 alomo

oS 5 IRRKMU.REC.1399.179 o)les 4 33|
H38le s 0 Laedly ¢ )lo,S (Sbp pode oS isly 3B
SLel 5l osliwl L Laodly 43,3 e V¥ aseus SPSS
5 [lame SBlosil 5 (Lo < Slsl b mjs Jslin) (shnoss
(e Sl o b Goms sl (s (g )S5 090)]

3,5 el g 358 e (4B 9 (Se i

=W

2 aS (NEW) leys 38150 Cledbl ()5l3 (e 48
5 Sl Jotue (ylSan b didg 03)5 ¢85 adllae ()
IHS cond o ploys (S pole olStily a8 el
A 5390 S5 |y HIPAA - Security  Checklist
ooy Bl o ol Lis ) Jodn > a5 jobo ylen
Dy 048 8 3 08l S s gy 3 pe BAGS €S W
(AY) (ol )l S yo glyls byl 38T g (Ve +) Jlo Y- )
LS ablw gyl adllas ool o JBasses b 21ST .04
539y (A0A) Jlos Ve YL

PACS pims byl oy (sole3 55 adllan ol plosl le
yeskeadl liw e PACS g 59 00l (gjlwodly
GloyS e85 G &S wb gjlwedly INFiNit e s lawgs
Medal 5,5 buwg yab buylas PACS givww .ol
i Bl o (Sl €88 S 4 035 gjlwesly
Marco s, jl eas , 55 sl liw)oy plw PACS

slaodly il o (Sl st opl &S Canl 0dd (5l 5
IHS HIPAA Security co s jl oslitwl b jings

IHS HIPAA Ma.l gi_> A_p)f 6)916“‘*? oleMb
i)l wegas > e YY Jols Security Checklist
Vg (SO w3l e Ve (e A 3l odly cul
©jygmo > SVl 5 S o Gl 29 (38 3w 5l Sl
29530 Cd S0 485 JlaS )3 (00 0)00) pd g0
Jgimme S5 b (Slopd 39 50 wleMbl (5513 Jotune bawgs

3,5 eSS o) (S i pole oSl ol
2SSl dm g 50 (W pilee coley Cas

axlllae (ol 43 B AUSCS i S5 900 Oladuio 1Y Joua

(wo,3) dlaxs Sl 45 500 Wl Wb
(48-)7 O3 i
(Z0-)% Sye

: Ve )l peS o
VARRS\N ya-y.
fa-¥.
w2598 (e S o
(AAYIYE) N ool IS
AYZizah SV g a3l sl
(-0 5 sdb,l,8 plastiwl g4
(n0)# )
(Z¥\I£8) 0 0l S S8 aile
Vo-d
(LOAIYY) Y VO-V)
V0l i

dw (S8 am > Gl p il feetme ) daaidl ulwly
o=l e dm 3 Gl op S g PACS s g9
Al o i

i Sal a4l olais] Sy o pSolia ) S5
PACS Jis 4w 3 I, PACS qiuw el (8 9 So5d
3o ot |y ST (k5 lgiune basgs

FrY Journal of Health and Biomedical Informatics 2021; 7(4): 445-452


https://jhbmi.ir/article-1-514-en.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

L‘")&o&,sdrm” ﬁsw‘)misbkshglhw" o Col Corid 59

B Medal M Infinit ®Marco

9
8
7
6
5
4
3
2
1
0 LI
Administrative Physical Technical
PACS b psmnw 53 a8l olaid ! Ol pod (nfibo 1Y S0
ol 3 B gllse 1Y L Sy 4 (XEN e 9 0y3 YL Medal 8,5 PACS i
Crl e dn 3 Al (S g Widgr 00 Cle) s & Cual oy )3 1) 0pe5 (p yieS Marco 5,3 PACS
(XZ0NSD =2 /¥Y) 34 witansw Cundy gogad ;0 Gills oyt Ldg 03y olaid] 55

SD =-) 54 s () (38 ax 3 PACS gt il

Cotol (Sl axy aw jIPACS g Jio dws g aidly (olaid ] Ol yod i Jgan

Coiol S opei (V) Ghamoyed  Supdanom e dx 050 Sy S pl S ob
\a); () (vv)
\F ) \ 5 292 bl Gl los Infinit
\0 \ A i JRESERA e Medal
Y ) Iy s 8 s los
) ) ¥ o 85 Ly (leslae
) ) ¥ 0 25 el ol e Gl o
\ ) i ) <l oyl Loy
) ) ¥ o ey s Lo
\ \ ¥ > s gl MIEMCO
) \ ¥ ) OlangS Salgyl i Loy
) ) ¥ o ad93)) i lows
\ \ ¥ I\ 2y ol log
\ \ ¥ o Can SIS
Journal of Health and Biomedical Informatics 2021; 7(4): 445-452 FFA


https://jhbmi.ir/article-1-514-en.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

‘Q)LQ;; b)w cwﬁ& 2,93 draa um)

S 3 Comnd § 9 CeoVlaw Silo y9di] dloxs

oee e (8 el &5 o plis s adlas
gy glcadle GleMbl daptu 2l gla)lxs
5 &)llesu oM Ahmadian adlks ,> [Y+] cul
Sl (w53 |y Coglgl (VL s 18 03l (slaaSd
M il Shwjles Sledbl  slogtus gl
g wlass 5l 8 Jlady pae owizes RODAYya
sl bl mpdlel I (S gl 4 ] @l
DY) 38 )85 dawgs s j5 slayguS 3 PACS

Cutel )3 Gl (ragd (e slapilly yolbs adllae
rv.la'.l.o PN Au]).‘i c;iu.«g‘) Cupde LDy PACS (o
s sl et S Gled b s e e
ohen o BErKOWILZ adllas ;5 bl cpl )3 390 (ke
P Caibge Al pere 51 Se Gl sl
> PACS 15l coMu cudlye (lagiunm (sjloodly
v

9 S50y Car (pple 295 4 il adlas
P Jbreps oy Jl xSl 5 Ml Gl oliS s,
2 b oyl S (S pole oSl Sloyd Sye alS
ko g 3929 pae el SVl )l Bl (il
lacusgize 5 ajls L PACS L, )55k PACS
J S5y oS3l g (pyis i ey olS
PACS d\/g‘ L;Ubu.Jb )'\ O‘)l"'ﬁ SleMb| o0 c\JlA)m
» LHIS » Gledbl s g cutel Cuonl [VF] 2
bés o jd [YO-YA] ol o by alisee Oldllas
oleMbl Syl pKa ) jlew GleMbl cuisl 5 (Sho yro
sl Glp e Slegge JI (o il laind (e
sl oMo CBlya 0595 (Sl ol Cunidgn
Gl 3 M B g Wdg e 5 logitus oS
el sl s Slolis .us adllae 3,lg sl PACS
Sl ot Hlhil gy o8 gl 1w oyl
P Gl Cumdg il drg L SL blieyles )
Spyeby & cwl axs bl <l PACS i
oMbl 4y ooy il (9ol p3Y (l8 (995 >
il i plutdy SCS S bwg o cle)
G Gogr g p3Y S Copde g (oped S ()l
ey oo S

siluosly 1 158 (slolan 5518 ) 4 5

PACS iwsw & bgije ojad (nyieS pde dm
i 93 9 (X=0/VSD =:/¥V) 39 Marco s,
a opl s (X55SD=1) Sl ope Medal g Infinit
@ bgye Cutel 0)e (pieS (N > A3 S
opyia o Marco (x=¥/V.SD=-/v\) cs,5 PACS
Medal cs,s PACS 4 bayo dan cpl 50 0yl
S 3 kil 205 slajgme 3 g (XEASD =-)
Cople @Bl PACS lagivws 4l5 » opdte
d|0)93 u;’l’))‘ 9 Lmuw)w.) phm ) M])ﬁ ck_i»»g’)
2l 3 g Culw il blie 13 0g s Coley piu
bk omed 9 @ ballay (51 5 aiS
WS (Kb dm byl 5 slayse 53 g el
Cqs Sopd sbcodgize Kl PACS (ot
OExed g e Jlxe (5 4 e pied (35 dgi0xe
005 paxbe g pbcwle o bauls sl
@ Jlail coa @) plas S SLbl e gla S
Gl blie > g 2 eais cole, PACS i
arzmes 9 PACS j5pw (95 So e el
S (slad )3 )9S de jopm 5l luidy a5 (85
dx ol 390 slaygme 3 g ol cole, PACS
5 Sl 5l pliSiey 5 )50y Car oplSe (8
S | plSa 3 jlrepd wpd l gpSole
5 sad Cugn ol Lol g onis a5 L 5 PACS
o bl o sl (s (g5 90 ol 4y
bl 292y ()b ine byl (P<e/00) (S5 5 (o

S 325 Azl 9 S
M dw le  HIPPA cadSs ool o aallas pl jo
32 W 2 PACS s (58 5 (Sajed csmpie) (ool
Ol Gt (38 S olo)S (S pole oKy (Sle
ol ol b gillae el 1y il (a8 (58 dn g
Obwaye (3l » olwlew 4w » PACS obj)l mls
s 04 s oly3 ) Ko glallad a8 o> Ll (D9
5 B syl plgs 4 guglal (8L (gleds
i Sl slagille lgie @ oS IS 50l
,» Odhiambo-Otieno yuxen [VA] w34 PACS

AR Journal of Health and Biomedical Informatics 2021; 7(4): 445-452


https://jhbmi.ir/article-1-514-en.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

Ol Se g (g ko

sabad JWGl g 0 s d (oW piinw Cudal Curdg

15wl ol Jlo 5 ool 3 655y el cudlyo
Sl e bolSuisly ol &y dalllas ateld b yzud ool la
Sl s ol e 4 1y 2ols peod

@'é)éss s o e
u‘i“’)’ r@9l.c oKl wle ML) d)st_é w-'aiw u“’w )I
5SS WNdger (6 Kan il adlas sl 3 a8 ey

Ll o o a4 s,

&l Pyl
ilin oyl isSaun S digs il adllae ol 5

L) aslas

References

1. Liu Y, Wang J. PACS and Digital Medicine:
Essential Principles and Modern Practice 1st ed. Boca
Raton, Florida, United States CRC Press; 2010.

2. Paré G, Trudel MC. Knowledge barriers to PACS
adoption and implementation in hospitals. Int J Med
Inform 2007;76(1):22-33.

doi: 10.1016/j.ijmedinf.2006.01.004

3. Faggioni L, Neri E, Castellana C, Caramella D,
Bartolozzi C. The future of PACS in healthcare
enterprises. Eur J Radiol 2011;78(2):253-8.
doi: 10.1016/j.ejrad.2010.06.043

4. Montgomery RA, Hresko MT, Kalish LA, Gold M,
Li Y, Haus B, et al. Spondylolisthesis: intra-rater and
inter-rater  reliabilities of radiographic sagittal
spinopelvic  parameters using standard picture
archiving and communication system measurement
tools. Spine Deformity 2013;1(6):412-8.
https://doi.org/10.1016/j.jspd.2013.07.008

5. Mahadeva D, Dias R, Deshpande S, Datta A,
Dhillon S, Simons A. The reliability and
reproducibility of the Neer classification system—digital
radiography (PACS) improves agreement. Injury
2011;42(4):339-42. doi: 10.1016/j.injury.2010.02.002
6. Yu TY, Ho HH. The design and development of a
physician-oriented PACS for the enhancement of e-
hospital facilities. International Journal of Medical
Informatics. 2008;77(12):836-47.
https://doi.org/10.1016/j.ijmedinf.2008.05.006

7. Fridell K, Aspelin P, Edgren L, Lindskdld L,
Lundberg N. PACS influence the radiographer's work.
Radiography. 2009;15(2):121-33.
https://doi.org/10.1016/j.radi.2008.03.002

8. Armbrust LJ. PACS and image storage. Vet Clin
North  Am Small Anim Pract 2009;39(4):711-8.
doi: 10.1016/j.cvsm.2009.04.004

PACS (slapiumw 4 o) & g5 b 4 5,5 |, PACS

Pl s oh9dn St jl Gl cpl )3 adllae 3)90
hie OleMbl Sl o dalllas ) Cplply fabl o HgulS
wle 5 plolid 3)50 ) liwjlon Glde 5 Sl (5)5l3

a3 0 L3 PACS i ol s jills
i K 3 e al ol aallls (nl (sacudgicns

ol s 0 bl oyl sl Sy pole olSily ¥V
ool b A8 30100 |y g0l pwas bl sl ySes e
dhom‘b u")"‘j))" )1 O"")g u_ﬁw).: {aﬁl_c oK)y Dg>g

s 2ol 98 dw oKl pl g 39y 0 sl 4 ol
i 3939 D 4 g 2980 Joli 1) ysi8 PACS

9. Hurlen P, Borthne A, Dahl FA, @stbye T,
Gulbrandsen P. Does PACS improve diagnostic
accuracy in chest radiograph interpretations in clinical
practice? Eur J  Radiol  2012;81(1):173-7.
doi: 10.1016/j.ejrad.2010.08.043

10. Faggioni L, Neri E, Cerri F, Turini F, Bartolozzi C.
Integrating image processing in PACS. Eur J Radiol
2011;78(2):210-24. doi: 10.1016/j.ejrad.2009.06.022
11. Cruz-Cunha MM, Varajdo J, Martinho R, Rijo R,
Schubert P, Boonstra A, et al. Book of Industry Papers,
Poster Papers and Abstracts of the CENTERIS.
Conference on Enterprise Information Systems/
ProjMAN 2015 - International Conference on Project
MANagement / HCist 2015 - International Conference
on Health and Social Care Information Systems and
Technologies; 2015 Oct 7-9; Vilamoura, Portugal;
2015.

12. Pan Y, Guan H. Imaging changes in patients with
2019-nCov. Eur Radiol 2020; 3612-3.
https://doi.org/10.1007/s00330-020-06713-z

13. Xiong Y, Sun D, Liu Y, Fan Y, Zhao L, Li X, et al.
Clinical and high-resolution CT features of the
COVID-19 infection: comparison of the initial and
follow-up changes. Invest Radiol 2020;55(6):332-9.
doi: 10.1097/RL1.0000000000000674

14. Kim H. Outbreak of novel coronavirus (COVID-
19): What is the role of radiologists? Eur Radiol
2020;30(6):3266-7. doi: 10.1007/s00330-020-06748-2
15. Fernando JI, Dawson LL. The health information
system security threat lifecycle: An informatics theory.
Int J Med Inform 2009;78(12):815-26.
doi: 10.1016/j.ijmedinf.2009.08.006

16. Pianykh OS. Digital imaging and communications
in medicine (DICOM): a practical introduction and

Journal of Health and Biomedical Informatics 2021; 7(4): 445-452 fo


https://doi.org/10.1016/j.ijmedinf.2006.01.004
https://doi.org/10.1016/j.ejrad.2010.06.043
https://doi.org/10.1016/j.jspd.2013.07.008
https://doi.org/10.1016/j.injury.2010.02.002
https://doi.org/10.1016/j.ijmedinf.2008.05.006
https://doi.org/10.1016/j.radi.2008.03.002
https://doi.org/10.1016/j.cvsm.2009.04.004
https://doi.org/10.1016/j.ejrad.2010.08.043
https://doi.org/10.1016/j.ejrad.2009.06.022
https://doi.org/10.1007/s00330-020-06713-z
https://doi.org/10.1097/rli.0000000000000674
https://doi.org/10.1007/s00330-020-06748-2
https://doi.org/10.1016/j.ijmedinf.2009.08.006
https://jhbmi.ir/article-1-514-en.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

‘Q)LQ;; b)w cwﬁ.é.é 2,93 draa um)

S 3 Comnd § 9 CeoVlaw Silo y9di] dloxs

survival guide. Berlin: Springer; 20009.
d0i:10.1007/978-3-642-10850-1

17. Security GoRARutH [cited 2020 Apr 20].
Available from: http://www.lhs.gov/ocr/privacy/hipaa/
RAa, 20 asrpA, 2020 A,

18. Results S, Results W. IHS HIPAA Security
Checklist hwigshtrdodIHSCp [cited 2020 Apr 20].
Available from:
https://www.ihs.gov/sites/hipaa/themes/responsive2017
/display_objects/documents/IHS_HIPAA_Security Ch
ecklist.pdf

19. Alalawi ZM, Eid MM, Albarrak Al. Assessment of
picture archiving and communication system (PACS)
at three of ministry of health hospitals in Riyadh
region—Content analysis. J Infect Public Health
2016;9(6):713-24. doi: 10.1016/j.jiph.2016.09.004
20. Odhiambo-Otieno GW. Evaluation criteria for
district health management information systems:
lessons from the Ministry of Health, Kenya. Int J Med
Inform. 2005;74(1):31-8.
doi: 10.1016/j.ijmedinf.2004.09.003

21. Ahmadian L, Khajouei R, Nejad SS, Ebrahimzadeh
M, Nikkar SE. Prioritizing barriers to successful
implementation of hospital information systems. J Med
Syst 2014;38(12):151. doi: 10.1007/s10916-014-0151-
9

22. Rohaya MN. Medical imaging trends and
implementation: Issues and challenges for developing

countries. Journal of Health Informatics in Developing
Countries 2011;5(1).

23. Berkowitz SJ, Wei JL, Halabi S. Migrating to the
modern PACS: challenges and opportunities.
RadioGraphics 2018;38(6):1761-72.
https://doi.org/10.1148/rg.2018180161

24. Khajouei R, Jahromi ME, Ameri A. Challenges of
Implementing Picture Archiving and Communication
System in Multiple Hospitals: Perspectives of Involved
Staff and Users. J Med Syst 2019;43(7):182.
doi: 10.1007/s10916-019-1319-0

25. Fernandez-Aleman JL, Sefior IC, Lozoya PAO,
Toval A. Security and privacy in electronic health
records: A systematic literature review. J Biomed
Inform 2013;46(3):541-62.
doi: 10.1016/j.jbi.2012.12.003

26. Haas S, Wohlgemuth S, Echizen I, Sonehara N,
Muller G. Aspects of privacy for electronic health
records. Int J Med Inform 2011;80(2):e26-31.
doi: 10.1016/j.ijmedinf.2010.10.001

27. Sittig DF, Singh H. Electronic health records and
national patient-safety goals. N Engl J Med
2012;367(19):1854-60. doi: 10.1056/NEJMsb1205420
28. van Roessel I, Reumann M, Brand A. Potentials
and challenges of the health data cooperative model.
Public. Public Health Genomics 2017;20(6):321-31.
doi: 10.1159/000489994

09 Journal of Health and Biomedical Informatics 2021; 7(4): 445-452


https://doi.org/10.1016/j.jiph.2016.09.004
https://doi.org/10.1016/j.ijmedinf.2004.09.003
https://doi.org/10.1007/s10916-014-0151-9
https://doi.org/10.1007/s10916-014-0151-9
https://doi.org/10.1148/rg.2018180161
https://doi.org/10.1007/s10916-019-1319-0
https://doi.org/10.1016/j.jbi.2012.12.003
https://doi.org/10.1016/j.ijmedinf.2010.10.001
https://dx.doi.org/10.1056%2FNEJMsb1205420
https://doi.org/10.1159/000489994
https://jhbmi.ir/article-1-514-en.html

[ Downloaded from jhbmi.ir on 2025-11-04 ]

Journal of Health and Biomedical Informatics
[ Original Article ] Medical Informatics Research Center

2021; 7(4): 445-452

Assessing the Security Status of Picture Archiving and Communication Systems
(PACS) of Kerman University of Medical Sciences to Record Data of
COVID-19 Patients

Montazeri Mahdieh?, Naji Hamidreza?*, Janati Asma?®

* Received: 17 Jul 2020 * Accepted: 27 Jul 2020

Introduction: Today, the use of picture archiving and communication system (PACS) in health care
centers is increasing. Meanwhile, the security of data of patients with COVID-19 in this system and
control of access to such data is considerably significant. Therefore, this study aimed to evaluate the
security of medical picture archiving and communication systems for recording data of COVID-19
patients in health care centers affiliated to Kerman University of Medical Sciences.

Method: The present study was a cross-sectional one conducted in 2020. The research population
included information technology staff in health care centers affiliated to Kerman University of
Medical Sciences. Data were collected using IHS HIPAA Security Checklist for three types of
PACS systems in 12 health care centers of Kerman University of Medical Sciences. Data were
analyzed via SPSS software version 24 using descriptive statistics and linear regression to measure
the relationship between administrative, physical, and technical dimensions of the system.

Results: In this study, 50% of the participants were female and 58% of them had more than 5 years
of work experience. The results of the present study showed that the most significant challenge in
the security of PACS systems was in the technical dimension and the least significant was in the
physical dimension. Moreover, there was a significant relationship between administrative and
physical dimensions (P <0.05).

Conclusion: The security status of PACS has weaknesses and it seems necessary to plan so as to
develop the necessary laws regarding the security of access to data of patients with COVID-19 and
its observance by system support companies, user training, access control, and risk management.
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